Security Part 1 - Security concepts and administration

Welcome to the first of a series of articles on network security. In this edition I will discuss security concepts and administration focusing on network security evaluations. One of the first topics I like to cover when talking about security is the need for security in our networks at all. Some people think that network security is for the Military or to keep secret product development plans. While these areas pose special security concerns all networks need some type of security implemented, if for no other reason than to protect from unintentional user damage to the network. A poorly configured network can allow users to accidentally delete important files. In addition, it’s a good idea for even the smallest networks to protect themselves from intentional internal exploitation attempts. Up to 80% of all network exploitation attempts come from inside the company. If your network is connected to the Internet, like so many of today’s networks, then you will need to protect from external exploitation attempts as well. 

Reading on you should keep in mind three key elements of computer-related security:

Protect - From users and hackers 

Here is where you set your policies, procedures and configure systems in a security-minded manner. Regular security audits are also a good method of protection.

Detect - The presence of intruders or misuse
Implement procedures and software to advise you when your system has been compromised. 

React – Don’t overreact, to the problem

Develop a contingency plan to logically correct security weaknesses and perform damage control. 

One of the first steps in Network Security should be to access the situation by conducting an initial security evaluation. Note that a network security evaluation should not be confused with a network vulnerability assessment, which is only a small component of the overall evaluation process. I have outlined eleven-steps to help guide you the evaluation process. As you read through these steps you will quickly see what a daunting process network security evaluations can become. For this and other reasons I recommend having a third party security company or system integrator such as CompuVision assist you.

Step 1 - What services does the network/system need to provide

A good place to start is by looking at your companies mission statement. Then look to see what services your IS department needs to provide to support the mission statement. Some companies find a misalignment in services they are providing.  The key point here is the companies needs should drive the network services, and not the network services driving the company. 

Step 2 - Physical security measures in place

Physical security of the servers, workstations and network devices is one of the most important factors in securing your network. Evaluate physical security from the building front door to network cable access.  

Step 3 - Security Policies in place

What type of security policies are in place and how are these policies published? Later in this article we will discuss methods for developing a comprehensive network security and usage policy. 

Step 4 - Possible attacker motivation 

What are the hacker’s motivations? Identifying a hacker’s motivation to breach your network security will assist in cost benefit analysis from this point on. A hacker’s motivation to breach the security of a bank would certainly be more profound than that of a hacker attempting to breach the security of a school system. 

Step 5 - Environment (Server, desktop, network media)

It is amazing how many networks are not documented in any manner.  If you don’t have a good network map or other supporting documentation now is the time to do it.  If you do have network maps you should reevaluate them for accuracy. 

Step 6 - Identify Security Levels, area-by-area if needed

We have established that all networks need some level of secure implementation. The key to running a reasonably secure and efficient running network is to choose the proper level of security for your network. Let’s face it, computers are there to provide a service, not to be locked down to the point that, or where no one can use them. In everyday security needs analysis, you need to weigh the cost of implementing protective measures against the risk from security breaks. Breaking down your network into well thought-out levels of security will help you in your decisions. Here I have define four hypothetical levels of security:

Highest Security
In this category you might implement every known protection against intrusion and malicious attempts by users and non-users. This level would include area-wide packet level encryption, full physical safeguards, published security policies, and a high degree of auditing.

Heavy Security
In this category you could leave out packet level encryption to speed up network performance but keep all other methods in place. 

Average Security
Here you could implement good file and object level access control, publish security policies as a chapter in your network user manual, and use only a medium amount of auditing. 

Light Security
With this level of security you would still provide a good file and object level access control but might reduce the amount of system auditing and physical security. 

Use the classifications you like in fact you could even use common military classifications Top Secret, Secret, Confidential, and Unclassified. Classification name, or how many levels you decide on is not important, but thinking of different levels of security is important. 

Furthermore, you can break your network into sections and implement the appropriate level of security by section. For example your accounting department may need the “Highest Security” level, the HR department may need the “Heavy Security” Level and Sales may want “Light Security”. Whatever the case, you get the picture. Once you start categorizing your needs this way it will become easier to make the implementation decision when the time comes. 

Step 7 - Password and access control

What types of system level access controls are in use now?  Are they adequate? Here start off by identifying password policies such as password length standards, age, composition, control, etc. Then consider other measures such as finger print readers, eye scanners, card readers, etc. that increase system access security.

Step 8 - Management and monitoring software/systems in place

Effectively monitoring entails setting proper auditing levels, reviewing logs, and viewing network traffic. Attempting to monitor your network manually can quickly become unmanageable. Network management systems such as HP OpenView are essential in keeping a network running smoothly. You will also find these tools can give you a heads up to suspicious activity on your network. In future articles I will describe several tools that can help you manage audit logs and identify suspicious network activity.  

Step 9 - Assumptions

We make assumptions every day. When we get up and go to work we every day we have subconsciously made the assumption that the world is not going to end today. You have made assumptions regarding network security. Clearly identifying these assumptions will help you find possible holes in your planning.

Some of the assumptions you might have made include:

· The people who have access to the server room are indeed trustworthy. 

· The motivations of potential attackers. (You made these assumptions in step one).

· That any locally generated software and scripted code is written with security in mind.

· That your network topology supports security.

This is an area to be revisited time and time again.

Step 10 - Data Protection measures taken

Data protection measures should include items such as: 

· Fault tolerant drives

· Backup plans

· Off site disaster recovery plans 

· Server room fire suppression systems

Step 11 - Identify network/system vulnerabilities

Using the list of information from the environment topic (step 5), list well-known vulnerabilities and make corrective actions such as software patches and flash BIOS updates.  

The best place to find vulnerabilities for Windows NT is http://www.ntbugtraq.com 

For overall vulnerabilities see http://www.cert.org/advisories/index.html or http://www.rootshell.com

Additionally, you may want to go to your favorite web search page and type in “Hack <device or system>” You will be amazed at how many web pages can be found with exploitation methods for the mentioned system.

In addition to listing vulnerabilities obtained through research you may wish to contract with a security professional to conduct an automated network vulnerability assessment. You could purchase and employ these tools yourself, but the results often require professional analysis. Additionally, the cost of such tools is often prohibitive. 

In the next article in our series on security I will continue laying the groundwork for network security by covering core security procedures including security policies. 

